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ARMY EXTENSION COURSES 



Suboourse-Military Cryptanalysis Part I 
Monoalphabetio Substitution Systems 

Introduction. 



Purpose and Scope; 

The purpose of this suboourse is to teaoh the student the methods of 
analysis of the more simple military cipher systems. 

The scope of this subcourse isi Fundamental principles; monoliteral 
substitution; polyliteral substitution; polygraphio substitution; and mis- 
cellaneous monoalphabetio substitution systems. 

Number of Lessons and Approximate Time Required; 

This suboourse consists of 10 lessons and will probably require 
approximately 41 hours of work by the average student. 

The time listed for this subcourse and for each lesson is only an 
estimate and should be considered merely as a guide. It does not in any 
way limit the time that may be devoted to the lesson or subcourse. 

Texts Required: 

Military Crypt ana lysis -Pa rt I-Monoalphabetic Substitution Systems 
(1936). As prepared under the direction of the Chief Signal Officer. 

Materials Required : 



Cross-section paper. 

Special Instructions and Information: 

This subcourse and the text used therewith were prepared under 
the direction of the (piief Signal Offioer. 

So far as practicable, detailed work sheets which usually form a 
part of the solution should be submitted with the solutions. 
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^ QNFIDCNTIAL 

ARMY EXTENSION COURSES 
LESSON ASSIGNMENT SHEET 
-Military Cryptanalysis-Part I. 

-Fundamental Principles* 

-4 hours* 

-Text, Sections I and II. 

-Cross-section paper of l/4 inoh squares* 

- 100 . 

-None. 

EXERCISE 
Weight : 

4 1. a. What four things were thought by Capt. Hitt to be 
essential to cryptanalytic success? 

5 b. What five additional elements are also highly de- 
sirable? 

4 2. What four fundamental operations are involved In the 

solution of practically every cryptogram? 

4 3 4 Indicate the language in which you would expect the 

plain-text of the cryptographed portion of the following 
message to be written. Give your reasons for your answer. 

From? Felipe Madrazo, Mexico City, Moxioo. 

To: Andres Gonzales, Now York City. 

Su telograma relativo. DIRLTIR DI MTI INXEQMTI 
TRSID LEQE TJK DI JTIRSQKR LTIQSKR GE HEMTAJEQAE MTI 
SIJIHKR IJ ERE LTIDI TRSID REGAQ LEQE IRSE 

1 4. In the solution of cryptograms involving a form of 
substitution to what simple terms is it necessary to reduce 
them in order to reach a solution? 

2 5. Is it always neoossary to determine the specifio key 
in order to reconstruct the plain text? 

20 6. In the following passage each dash indicates the 

omission of a word or part of a word. Complete the passage 
by writing on the printed paper over each dash the word 
or part which seems to you the most appropriate. 
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SUBCOURSE 
LESSON 1 
ESTIMATED TIME 
TEXT ASSIGNMENT 
MATERIALS REQUIRED 
MAXIMUM WEIGHT 
SUGGESTIONS 
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Weight : Shortly after tho disastrous — — - of Camdon, Washington 

to tho President of Congross, "What wo nood is a good — , 

not a ----- one." Unfortunately for the - — - — -, the object 
sought by this — tion, so thoroughly in h— — with our cher- 
ished institutions, has only been — — — — attained in of 

peace. 

In view of tho — — th of our neighbors, the vast ex 

of our territory, and the rapid in—— of our floating popula- 
tion, tho time must — — ly arrive when intelligent and law-abid- 
ing — — — will accept, and adhere to, the ——ion of John Adams 
that the National — — — is ono of tho cardinal duties of a 
s— — man. 



Our military — — , or as — — would affiom, our want of it, 
has now been tested during — — than a century. It has boon tried 
in foreign, — — ic, and Indian — — , and while military men, 

from painful ox — , are united a3 to its do— and dangers, 

our final — - — — in each oonflict has so blinded the popular — — , 
as to induce the belief that as a — — we are in————. 

With tho greater mass of — — , who have neither tho time 
nor the in — — — — to study the — — — -ments of — — — science, 
no ----- is more common than to mis— military resources for 
military — — — , and particularly is this tho case with —selves 

History records our triumph in the — — tion, in the War of 

— — , in tho Florida War, in the M War, and in the Great 

— ion, and as nearly all of — — wars were largely begun by 

------- and volunteers, the conviction has boon pro— that with. 

us a — — — army is not a necessity. 

7. a. In the following examples tho words of sentences have been 
transposed. Rearrange the words to make plain text. 

1 (1) FRONT VERY IN ENEMY OUR QUIET IS 

1 (2) OFF ATTACK TIME ON JUMPED OUR 

b. In tho following examples tho lotters of several words of 
oach sontonce have boon transposed. Rearrange tho letters to make 
good \vords that will givo intelligible plain text. 

3 (1) Enemy OPPRSTU line DEIINS of woods is AEHILVY manned. 

3 (2) Am CEEGIINRV heavy EFIR from apple ACDHORR. 

o. In the following examples tho words of eaoh sentence have 
been transposed and in the case of several words tho letters havo 
also boon transposod. Reconstruct tho plain text. 

4 (1) VICINITY AFINNRTY OF IS BDEGIR ENEMY GIMNOV STONE FMOR 

3 (2) ATTACK CDEHOS NOW IINOOPSST IN ABDEGIR. 
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Weight { d. In the following oxamplos the letters of eaoh word of each 

sentence have been rearranged in the order in which they appear in 
the normal standard alphabet.. Reconstruct the plain text. 

10 (1) EHILOST AACKTT AHS ADEM NO EGOFRRSS AAGINST HIST CEORST. 

10 (2) AACCEKNORTTTU BY ABDEGIR EEERRSV ILLW BE ACDEHLNU AT 

AABDEKRY. 

£. In the following examples the plain text has been broken 
up into groups of five letters and then in each group of five tho 
letters have boon rearranged in the order in which they appear in 





tho 


normal 


standard alphabot. Reconstruct the 


plain 


text. 


10 


(1) 


EEMNY 


ISSPU 


GHHIN 


AITTS 


AC 1107 


GHITV 


OR 




15 


(2) 


EGIMV 


EORUY 


CEMOR 


ADEMN 


INOST 


CCENO 


GINNR 


EFOSU CENOS 






ADKNT 


ACMOP 


NY. 
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ARMY EXTENSION COURSES 



SUBCOURSE 
LESSON II 
ESTIMATED TIME 
TEXT ASSIGNMENT 
MATERIALS REQUIRED 
MAXIMUM WEIGHT 
SUGGESTIONS 
EXERCISE 
Weight : 

6 1. Using cross-section paper propare a monoliteral frequency bar 

distribution of the letters of the following news items 

"Rulers are part of the equipment of Chinese railway conductors. 
Children are paid for by the foot. Those under two feet six inches 
ride free, those between that height and four feet four inches pay 
half fare, and taller ones are classed as adults." 

2 2. a. What are the four most frequent consonants in English tele- 
graphic text? 

3 b. What are the five least frequent letters in English tele- 
graphic text? 

1 c. What percent (in round numbers) of the letters in English 

telegraphic text are vowels? 

3 Why are the frequencies of letters in English literary text 

different from those in telegraphic toxt? 

8 3. What four facts can be determined from a study of the mono- 

literal frequency distribution of a cryptogram? 

4. Determine thec]as to which the cipher systems, which were used 
in enciphering tho following messages, belong: 



LESSON ASSIGNMENT SHEET 

- Military Cryptanalysis, Part I. 

- Frequency distributions. 

- 4 hours. 

- Text, Sections III and IY, and attached memorandum. 

- Cross-section paper of l/4 inch squares. 

- 100 . 

- None. 
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Weight? 



4 


a. KIT 


T R 


T N S Q I 


F E E V U 


NRIM 


E 


I 0 0 I Y 




REU 


N 0 












4 


b. Q W T 


C V 


VCEML 


W 0 R G F 


QHHQ 


P 


V K 0 G X 


4 


c. S Z P 


V 


XZFRHBVW SQLL 


A Q C 




E V B G 




G J V 
















5. Which 
botic? 


of the following 


substitution 


ciphers 


are monoalpha- 


5 


a. H H M 


Q A 


D S E Q Q 


EPCNE 


M F E 0 


S 


G H J L H 




T L S 


M M 


E T E A G 


MQILH 


G Q H I 


X 


L A T E 0 




S M S 


P Q 


H L 0 R L 


A G T Q N 


S D E M 


Q 


NHRLX 


5 


b. AMD 


I M 


MICNR 


LZEZQ 


Q L Z E 


G 


VQSSL 




MSI 


M D 


Q V D A A 


I R V A I 


B1JEG 


Z 


JDNJH 




ORF 


N J 


L C A M V 


B L D B X 


U A J T 


I 


W N T X Y 




A M X 


N F 


Z I I H 0 


N F N J L 


C A M V 


L 


D G L J Z 




S Z K 


Y J 


V C L N Q 










5 


£. T R E 


V N 


V B L F I 


I V X L N 


N V MW 


Z 


G R L M H 




DLI 


I V 


K 0 Z X R 


M T W R E 


R H R L 


M 


I V H V I 




E V D 


S V 


MHZHV 


S Z H Y V 


V M X L 


N 


N R G G V 




IGL 


Z X 


G R L M X 












6. The following messages 


wore enciphered monoalphabet ically. 



Determine in each case whothor the cipher alphabet used was a 
standard or mixed alphabet and if standard, whether direct or 
reversed. 

10 a. ATPOZ IDZUC HUOQJ LZOAO HUXPZ 

PVTMZ UBDHP 0 C Q T V OADQH MZUDL 

* DPOTC QLADD WDQXX 

Military cryptanalysis. Part I, 2-p 
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Weight : 

10 b. 



W R I F S 
P I L GW 
S Q W A W 
M H T M T 



GHI.PQ 
Q N I H E 
QQWFH 
L I S H D 



L I I J 0 
0 Q S G W 
IHMOR 
BIOQI 



UHI j J 
Q E D Q I 
LIOOH 
PCKHI 



L I W R* M 
A E W A I 
HI QMS 
UNFFE 



10 o. HPB 
M P X 
K X V 
TEE 



G Z M H M K T 
L M X K G X Q 
H F F X G W I 
T M B H G F T 



Y Y B V V 


H 


G Z 


B M L H Y 


Z 


X M 


K X I T K 


T 


M B 


I U X X Q 


I 


X W 



XL M B H G T 
MR LUNRZ 
HO H Y V B K 
B M X Vf X X X 



7. From the intercepted, traffic of throe intercept stations 
operating in the same sector of the front, the following mess- 
ages were selected for study by a member of the code and cipher 
solution section at GHQ. They are undoubtedly three versions 
of one enemy cipher message, but there appears to be a number 
of differences, duo no doubt to operating difficulties at the 
several stations. Study the messages and reconstruct from them 
the actual message sent by the enemy station. 



20 I. Time intorcoptod 10:05 a.m. byXY DAX V XAR 
G R 35 B T 



NE17 
S G C 0 Y 
A P A Y N 
M E H A Z 
K E H Z A 
E G B L 0 



DYBIE 
FOBAK 
C 0 D A P 
L 0 G I S 
H 0 B W E 
D 0 F Y 0 



D U F T 0 
DODLA 
K E D U R 
KUIEG 
A V D U Z 
EHC-- 



A M E J A 
LUF YD 
J 0 P I D 
EVADK 
F 0 F A 
MAWEH 



KIBON 
K A W A L 
J E N 0 X 
I P B E M 
E M C 0 Z 
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II • Time intorcoptod 10:03 a.m. by L K DAX V XAA 



G R 3 5 


B 


T 














NRI- 


D 


Y 


B I 


E 


B U F T 0 


A M E 


J A 


K I B 0 N 


IPKO- 


F 


- 


B A 


K 


D 0 D L A 


L U F 


Y L 


X A W A L 


A P A Y N 


- 


- 


mm mt 


- 


- - D U A 


- - P 


I D 


JENOX 


NEHAZ 


L 


0 


G I 


S 


K U T E G 


EVA 


U C 


' I R B W 


KEHZA 


S 


0 


B W E 


VADUZ 


FOF 


E T 


EMCOZ 


EGBLO 


D 


0 


F Y 


0 


A E C D A 


M A ¥ E N 


- - - 0 M 


EMCOZ 


A 


c 


F A 


H 


LOFIR 


0 9 3 


5 





III. Time intarcoptod 10:05 a.m. by K Z DAX V XAR 
G R - - B T 

NR17 DYBIE DUPTO A M E J A KSBON 

IPCOY ---A- DO--- LUFYL K A W A L 

APEIYN CODiP KEDUR 17 0 P I D JENOX 
MEHAZ L0GHKUIE6 EVA UK IPBEM 
KEHZA HOB >7 E AVDUZ FOFET EMCOZ 

EGBLO DOFYO ESC OA M A WEN MAWEN 

EXFOM EMCOZ ACFAH LOFIR 0935 
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MEMORANDUM 

Before a military cryptanalyst oan begin the analysis of an 
enemy cryptographic system, it is necessary for him to study the 
intercept material that is available to him, isolate the messages 
that have been enciphered by means of the cryptographic system 
to be studied, and to arrange the latter in a systematic order 
for easy analysis. This work, although apparently very simple, 
may require a great doal of time and effort. 

Since, whenever practicable, two or more intorcopt stations 
are provided to copy traffic emanating from the stations of one 
enemy radio net, it is natural that there should be a certain 
amount of duplication in the work of the several stations. This 
is desirable since it provides the cryptanalysts with two or 
moro sets of tho same messages so that when one intercept station 
fails to receive all tho messages completely and correctly, 
because of set difficulties, lofcnl static, or poor operation, 
it is possible by studying the other sots to reconstruct accur- 
ately the entire traffic of the enemy not. 

In all intercept activities where operators are used for 
copying the txnffio, one of the most likely errors to be found 
is caused by tho human error in reception. For this reason crypt- 
analysts and thoir assistants should bo familiar with the Morse 
telegraph alphabets and tho most common errors of wire and radio 
transmission methods so as to bo able to correct garbled groups 
when they occur. In this work tho following table will be found 
useful: 
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MOST COMMON ERRORS IN TELEGRAPHIC TRANSMISSION 



Continental Morse alphabet (used in 


American Morse alphabet (used in the 


radio, cables, and 


outside U. S.) 


United States, Except for radio) 


Letters 


' S, ! • 


’ — - - ■ »■ ■■ 


— 

Letters 






and 


Alphabet 


Frequent errors 


and 


Alphabet 


Frequent errors 


figures 






figures 






A 


• - 


i, m, t, et 


A 




i, t, et 


B 


• • 


d, ts 


B 


™ • • • 


d, h, ts 


C 




f, k, j, r, nn 


C 


• • • 


s, z, ie 


D 




b, s, 1, ti 


D 


■* • • 


b, ti 


E 


• 


t, a, i 


E 


• 


t 


F 




q, r, in 


F 




r, q, en 


a 




m, n, o, q, me 


G 




n, c, me 


H 


• • • • 


s, v, b, se 


H 


f • • • 


s, P, *, y, es 


I 


• • 


a, n, s 


I 


9 9 


a, o, e 


J 




w, o, eo, am 


J 




c, k, ke 


K 




a, n, d, o, ta 


K 




j, a* ta 




• ••• 


x, r, d, ed 


L 


— 


t, n 




•mtm 


a, n, i, tt 


M 


— 


n, a, tt 


Bl" 


■■ • 


i, m, t, te 


N 




o, t, te 




— 


g, k, m, w, mt 


0 


• • 


n, i, ee 


p 


• ““ • 


j, g, 1, r, an 


P 




h, s 


Q 




g, k, o, x, a, ma 


Q 


• • “• 


f, g, u, in 


R 




a, n, f, g, s, 1, w 


R 


• 9 9 


s, i, ei 


S 


• • • 


h, d, i, r, u, v 


S 


• 99 


h, r, i 


T 


■» 


a, e, n 


T 


- 


1, e; n 


U 




a, s, v, it 


U 




v, a, w, it 


V 




h, u, x, st 


V 


• ••* 


u, st 


W 


• - — 


a, m, o, r, u, at 


W 


• mmim 


f, a, u, m, at 


X 




d, v, u, k, y, tu 


X 




1, y, f, ai 


Y 


" • 


x, w, k, c, nm 


Y 


• • • • 


h, ii 


Z 


• 


b, d, g, q, mi 


Z 


• • • • 


h, c, se 


1 




0, 2 


1 




P 


2 


• • — 


1, 3 


2 




3 


3 


• • • ““ 


2, 4 


3 


• • • “ • 


4 


4 


• • • •• 


3, 5 


4 


• 9 • • " 


3 


5 




4, 6 


5 


— 




6 


■• • • • 


5, 7 


6 




P 


7 


• • • 


6, 8 








o 




7 9 




r ^ * 




9 


— • 


8 






X 


0 




9 


0 





L 



Errors frequent in both systems: 
. is omitted 

- is omitted 

• is transmitted as - 

- is transmitted as f 
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ARMY EXTENSION COURSES 





* 

.... LESSON ASSIGNMENT SHEET » . 


SUBCOURSE 


- Military Cryptanalysis Fart I. . 


LESSON III 


- Monoliteral substitution with standard oipher 
alphabets* 


ESTIMATED TIME 


- 3 hours* 


TEXT ASSIGNMENT 


- Text, Seotion V. ' 


MATERIALS REQUIRED Cross-section paper of. l/4 inoh squares* 


MAXIMUM WEIGHT 


- 100. 


SUGGESTIONS 


- None* 


EXERCISE 




Weightt 




60 1* a* 


Solve the following cryptogram! 



K 


0 


Z 


Y 


J 


G 


N 


R 


Y 


Y 


R 


P 


H 


K 


R 


Z 


Q 


N 


N 


E 


Z 


Y 


0 


C 


C 


N 


0 


J 


E 


M 


A 


D 


E 


Y 


D 


M 


Q 


R 


Y 


Y 


R 


G 


J 


D 


E 


A 


N 


z 


N 


A 


W 


N 


G 


J 


E 


N 


J 


E 


A 


J 


L 


E 


Y 


P 


N 


E 


Y 


N 


A 


D 


M 


A 


N 


Z 


J 


z 


Y 


R 


E 


P 


N 


D 


M 


Y 


K 


J 


A 


0 


J 


E 


M 


R 


E 


Y 


A 


T 


Z 


Y 


D 


C 


Y 


K 


J 


A 


0 


J 


E 


M 


R 


E 


Y 


A 


T 


J 


Z 


P 


D 


X 


E 


Y 


N 


A 


R 


Y 


Y 


R 


P 


H 


J 


E 


L 


V 


J 


Y 


K 


A 


N 


L 


J 


F 


N 


E 


Y 


R 


G 


A 


N 


Z 


V 


A 


W 


N 


Y 


D 


A 


N 


N 


Z 


Y 


R 


Q 


G 


J 


Z 


E 


M 


A 


D 


E 


Y 


G 


J 


E 


N 





10 b* What is the specific key? 

5 £• Name two methods of solving ciphers of this type* 

10 2* a. In the solution of a substitution cipher by ocm- 

plating the plain component sequence involving reversed 
standard alphabets, what aro tho successive stepB? 
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Weight ; 

5 b. If a short cryptogram is enciphered by means of a 

cipher alphabet of which the plain component is a known mixed 
sequence, oan it be solved by completing the plain component 
sequence 9 

5 3. 8l. What is the first step bne should take m attempting 

to solve an unknown cryptogram that is obviously a substitution 
cipher^ 

5 b. If this step is unsuccessful and the cryptogram is 

obviously monoalphabetic m character, what type of cipher 
alphabet may be assumed to have been used 9 
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ARMY EXTENSION COURSES 
JJ3SS0N ASSIGNMENT SHEET.. 



SUBCOURSE 


- Military Cryptanalysis Fart I. 


LESSON IT 


- Monoliteral substitution with mined cipher 
alphabots. 


ESTIMATED TIME 


- 6 hours. 


TEXT ASSIGNMENT 


- Text, para. 23-31, Section YI. 


MATERIALS REQUIRED 


- Cross-seotion paper of l/4 inch squares. 


MAXIMUM YJEIGHT 


- 100. 


SUGGESTIONS 


- None. 


EXERCISE 




Weight* 





5 1* Why do monoalphabet io cryptograms involving standard 

cipher alphabets yield suoh a loir degree of oryptographio 
security? 

4 0 2m a. Construot a triliteral frequency distribution shotting 
one prefix and one suffix of the following cryptogram and 
indioat o by underscoring all repetitions of three or more 
letters : 



I 


F 


I 


E 


X 


Q 


M 


H 


H 


J 


P 


D 


vr 


T 


I 


0 


I 


I 


F 


P 


A 


G 


D 


Q 


I 


X 


H 


F 


D 


A 


G 


D 


G 


M 


H 


S 


F 


X 


I 


w 


p 


Q 


H 


N 


G 


M 


I 


I 


F 


T 


A 


C 


C 


I 


W 


F 


X 


A 


F 


Q 


D 


I 


T 


A 


R 


A 


F 


A 


Q 


X 


H 


N 


I 


W 


G 


C 


I 


C 


W 


B 


I 


P 


Q 


H 


J 


P 


I 


T 


I 


M 


w 


C 


R 


H 


E 


0 


W 


Q 


J 


W 


Q 


M 


H 


c 


P 


D 


W 


T 


I 


0 


I 


I 


F 


P 


I 


F 


Q 


H 


S 


a 


Q 


H 


G 


w 


A 


F 


i R 


H 


F 


Q 


W 


R 


Q 


U 


A 


Q 


D 


Q 


D 


I 


I 


F 


I 


E 


X 


w 


F 


X 


G 


W 


A 


F 


A 


F 


N 


H 


M 


E 


w 


Q 


A 


H 


F 


W 


P 


Q 


H 


D 


A 


p 


I 


V 


w 


R 


Q 


J 


H 


P 


A 


Q 


A 


H 


F 


p 


Q 


H 


J 


U 


A 


C 


C 


M 


I 


J 


H 


M 


Q 


N 


S 


M 


Q 


D 


I 


M 


H 


F 


Q 


D 


I 


A 


M 


M 


I 


Q 


S 


M 


F 
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Weight: 

10 Prepare a condensed table of repetitions of tri- 

graphs and digraphs appearing more than twice in the 
cryptogram given in a. 1 ** 

5 5 o. Using the data obtained in A' and b above, oompleto 

the solution of the cryptogram* ”* ““ 

10 d* Determine the cipher alphabet tind the keyword 

used. 
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ABU? EXTENSION COURSES 
LESSCN ASSIGNMENT SHEET 



SUBCOURSE 


- Military Cryptanalysis Part I. 


UBSSON ▼ 


- Monoliteral substitution with mixed oipher 




alphabets a 


ESTIMATED TIME 


- 8 hours. 


TEXT ASSIGNMENT 


- Text, Parsa . 82-34, Section 71. 


MATERIALS REQUIRED 


- Cross-section paper of l/4 inch squares. 


MAXIMUM WEIGHT 


- 100. 


SUGGESTIONS 


- None. 


EXERCISE 




Weight: 





8 l a What tw places in every message lend themselves more 

readily to suooessful attaok by the assumption of words than 
do any other plaoes? Why? 

10 2 a What is meant by the "probable word method" of solution? 

7 3a a. What is meant by the word formula: ABBACDA? 

b. For eaoh formula given below indicate one good English 
word"" - that fits exactly: 

5 (j.) ABCBDBEF 

6 (2) A B B A C D 

5 (3) A B C D B C E 

60 4a Using the oipher alphabet applying to the cryptogram given 
in problem 2 of lesson 17, solve the following by means of it: 

TTQH11 7G7NM SQBBQ Z7DGX 

BDGED XC7TD GUOGX QGEBM 
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SUBCOURSE 
LESSON VI 

ESTIMATED TIME 
TEXT ASSIGNMENT 



ARMY EXTENSION COURSES 

. M «■ V 

LESSON ASSIGNMENT SHEET 

- Military Cryptanalysis, Part I* 

- Polyliteral substitution with mano^dquivalent 
oipher alphabets* 



hours* ^ *■- 






TEXT ASSIGNMENT , Tgi^Jieption VII. .. x 

MATERIALS REQUIRED' ' - Cross -soot ion paper of l/4 inch squares* 



MAXIMUM WEIGHT 
SUGGESTIONS 



■’ - 100 . 

„ - None* 



ouuuoorxuno v - none* -v . 

a ; • ..... \t . 

EXERCISE \ 



Weight i 






70 1* a .. Solve the following t» . . 

•..Kjn ■ 



U A K E Y 
A.-tft U R 


X Y X C E YKCRL 
BYE 

1JL 


A Y E C A 

i \ 

.•£ ■ ..Si 

X X X E & 


U X C E U 
B U E Y R 


YIYKC 


E*Y A J K 

’ ■.j '» ■ *' ’N* \ i * 


X B X A C 


E X A U-A 

v \ • •; 


YKCBL 


A.U E U A 


C A':.C X C 


X Y X Y A 


YXYBU 


E U A C A 


> 

K tf‘L R X 


■ fe - 


Y'X U R U 




U A C A C 


K C R.^ 


C B K A c_r 

1 


■E Y X 0. E . 




X L E U A 


Y X C E Y 


A U E X B 


U R C A C 


R U R..C A 


Y B Y A X 


A ti X % ^ 


-V^E*‘ S 
Y E TTAX 


A CA C E 


U A LHC ' 


A U A X E 


URYKY 


■ 


X- R K &-JJ ■ 


A U-A, C A. 


U A X E Y 


E Y E U R 


C A U E U 


E U R C A 


Y B Y A Y 


X Y B U E 


U A C A 4 


B X B,Y B 


X A U R C 


X C B Y B 


LAZIZ 



Military Cryptanalysis, Fart I, 6-p 1 
1936 - 37 . 



REF ID:A64648 



Weight i 



b. Determine the keywords used. 

80 2. Find the secret text in the following message t 

'f/fauJ, /S'* 

£)j: asi . : 

3 /(/*£$ iQ/IG&l^ Jfe' 

s<uruj6i/^>L - 3 Jhtnufo 

J SC/V-uMf' J!fra4/<~ 

/Tfaiy' fi 2&. s&SUsm/L 

M& vZ Swa, 

jfyOW 3 JZ^77 j jflortisj'bC't ^ 3crjtaJ& 

Jfyl y 

l^tru- s£r \^trtri 'fnz sin 

■ ^£*4+4. s£c~t**- jtv 

£*s*iAr<^frrL4-. Jfay*rri0€—' . 
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ARMY EXTENSION COURSES : 

LESSON ASSIGNMENT SHEET 

SUB COURSE - Military Cryptanalysis Part !• 

S' . ■ . ■ _ . , 

LESSON VII - Polyiiteral substitution with poly-equivalent 

oipher alphabets • 

ESTIMATED TIME - 5 hours 

TEXT ASSIGNMENT - Text, Section VIII* 

MATERIAL REQUIRED - Cross section paper of .1/4 inch squares* 

MAXIMUM T7EIG0T * 100 . -.j . . 

SUGGESTIONS -None. 

EXERCISE . 

Weight i .. 

6 1* a* . What is- the purpose of providing variants in a cipher 

system? 

• •• ' ; '• *' • 

6 b. From the oryptanalytio point of view, how does 

. simpTe monoalphabetio substitution differ from monoalph- 
abetio substitution with variants} 

85 2* a. Solve the followlngi 



D 


Z 


F 


V 


J 


X 


R 


w 


D 


X 


Q 


w 


E 


Z 


L 


V 


L 


w 


L 


X 


A 


T 


P 


Z 


B 


Z 


K' 


W 


N 


T 


F 


X 


D 


V 


c 


X 


Q 


T 


X 


T 


N 


Z 


L 


a 

V 


P 


T 


E 


T 


R 


V 


X 


V 


P 


W 


X 


X 


R 


Z 


R 


c 

w 


B 


Z 


H 


T 


R 


V 


E 


Z 


P 


T 


F 


V 


X 


X 


X 


V 


R 


X 


J 


W 


N 


Z 


L 


X 


c 


W 


p 


X 


R 


V 


N 


X 


B 


V 


B 


T 


L 


X 


F 


X 


H 


T 


D 


T 


J 


X 


Q 


X 


D 


w 


J 


T 


P 


X 


C 


T 


F 


X 


J 


W 


P 


X 


X 


W 


P 


T 


N 


T 


D 


W 


R 


X 


R 


V 


S 


X 


A 


E 


I 


0 


U 


D 


z 


F 


V 


C 


X 


F 


W 


Q 


X 


X 


W 


N 


Z 


F 


V 


L 


W 


R 


w 


L 


X 


B 


T 


R 


X 


N 


Z 


R 


X 


p 


w 


E 


T 


F 


X 


L 


X 


c 


W 


B 


Z 


F 


w 


H 


Z 


E 


W 


X 


X 


Q. 


W 


E 


X 


B 


V 


B 


T 


F 
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Weight t 



XLXHI 


D 1 P X Q, 


X D W.P 7. 


J X C 7 L 


X J W C X 


S1TCTB 

a 


fi T Q W F X 


. L V M X C 


XLTJX 


D W X Z D 


XFWPX. 


R X F X Q 


X.QW.HI 


D 7 D X X 


W P V F V 


C X B X J 


VBZST 


H Z R W R 


XDXJI 


H W R V Q 


X F W L W 


F V X X B 


7 N X F X 


P W L V H 


Z B Z D X 


D W H Z F 


WSZ'GT 


BZEWA 


E I 0 TI H 


7 B V X X 


R Z L X Q 


XQWEZ 


Q Z Q 7 H 


1LXQX 


X X X W H 


VDXLZ 


D W R X B 


Z F V B 7 


F X L X H 


1ITPZ 


N Z B X B 


7 P V H 7 


J X Q WR 


fRXLI 


JTBZQ 


1 H Z J T 


F X C 7 X 


1XIDV 


P Z D X P 


I L.X C T 


N Z F W B 


zbvqx 


qmrxc 


X D W P 7 


N 7 Q W F 


XRVMX 


AE I OU 


L X P W J 


X L W B 11 


' X X L Z D 


VRXflZ 


R V B T F 


XLXH'7 


H W PZ.S 
• 


V B 7 L W 


R W H X D 


xdzqz 

m 


B ( Z B X H 


v a x x x 


F Z L V B 


IBISI 


HIXWH 

• 

■ 


If N Z X X 


• 


a 



5 b. From the oryptographio point of view, what serious 

disadvantage does this type of system have? 
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ARMY EXTENSION COURSES 
LESSON ASSIGNMENT SHEET 

SUBCOURSE - Military Cryptanalysis, Part I* 

LESSON Till ' - Polygraphia substitution systems - 4 - square 

checkerboard designs* ■ 

ESTIMATED TIME - 4 hours 

TEXT ASSIGNMENT - Text, pars* 41 - 44, Section IX. 

MATERIALS .REQUIRED - Cross seotian paper of . l/4 inch squares* 
MAXIMUM HEIGHT - 100. !• 

SUGGESTIONS - None. 

EXERCISE 
Weight i 

4 1. a. What is polyliteral substitution? What is 

polygraphio substitutianf 

4 b. In true di graphic substitution, if MU yields 

XN c ,""is it possible for W p to yield Ib 0 ? 

2 o. What is the fundamental purpose of polygraphia 

subsTitutian? 

90 2*. Solve the following* 



L 


0 


Q 


M 


E 


E 


C 


Q 


N 


X 


G 


G 


Q 


A 


S 


B 


N 


P 


R 


M 


E 


L 


N 


A 


H 


S 


C 


Q 


B 


P 


Y 


L 


0 


U 


R 


P 


D 


U 


C 


I 


E 


I 


X 


A 


C 


X 


T 


X 


M 


T 


I 


N 


T 


H 


A 


G 


B 


C 


Q 


0 


S 


H 


X 


C 


G 


N 


Q 


A 


I 


I 


R 


D 


U 


P 


E 


or 


R 


0 


X 


D 


S 


T 


Q 


N 


R 


X 


D 


H 


M 


X 


0 


G 


L 


S 


R 


D 


T 


s 


H 


G 


S 


E 


R 


D 


X 


M 


P 


A 


B 


G 


T 


Q. 


B 


P 


Q 


Q 


C 


0 


T 


Y 


E 


X 


G 


P 


X 


P 


R 


L 


0 


U 


X 


U 


Q 


A 


U 


0 


c 


B 


Q 


I 


E 


P 


T 


H 


V 


T 


R 


0 


Q 


M 


L 


P 


Q 


A 


P 


A 


Q 


A 


E 


Q 


P 


T 


C 


P 


R 


G 


X 


Q 


D 


IT 


X 


A 


S 


V 


S 


H 


S 


Y 


C 


C 


I 


U 


T 


P 


H 


A 


P 


G 


T 


P 


D 


ur 


R 


D 


T 


s 


S 


H 


R 


M 
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F A B N F 


CHG1Q 


HU I HD 


DZSHU 


HGGQE 


. BH0C1 


H1F8E 


U E L H A 


T 8 E Q C 


QEQZ S 


Q V,8 7 S 


H P C I 0 


.C I C I 0 


0 D 0 E P 


C Q M I R 


A 0 N A Q 


RIIL.OI 


BffNQA 


IHLDK 


W T S V S 


H U S H R 


PBNEP 


S A K M R 


ULOIA 


7 E R N H 


. GDODD 


UWCQ.O 


DZ S I 0 


C I K D Z 


S T P L G 


EPBFB 


Gr P U K C 


GN R M U 


0 E C K E 


LDDPR 


M S H R M 


FAB IF 


C .H'GC I 


AGIO 


A B MIX 
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SUBCODRSE 
LESSON ix 

ESTIMATED TIME 
TEXT ASSIGNMENT 
MATERIALS REQUIRED 
MAXIMUM WEI (ST 
SUGGESTIONS 
EXERCISE 
Weight: 

5 1. What are the aharaoteristioe of a Playfair cipher which 

make it recognizable? 

95 2. Solve the followings 



V 


F 


L 


Q 


G 


E 


A 


S 


X 


Q 


M 


Z 


Y 


S 


Q 


X 


C 


H 


u 


i 


Q 


W 


A 


H 


7 


F 


S 


Y 


0 


Y 


I 


B 


I 


X 


S 


H 


c 


D 


X 


0 


S 


Y 


R 


N 


s 


X 


L 


c 


0 


s 


P 


G 


F 


U 


I 


Y 


X 


R 


0 


T 


M 


p 


M 


z 


0 


P 


Y 


S 


E 


z 


Q 


L 


D 


E 


P 


M 


C 


D 


R 


G 


X 


P 


X 


X 


A 


H 


7 


X 


D 


L 


R 


G 


S 


0 


s 


7 


Z 


7 


W 


F 


X 


Q 


W 


X 


C 


H 


Y 


X 


Y 


N 


Z 


C 


z 


E 


T 


X 


M 


P 


0 


X 


M 


G 


Y 


W 


R 


D 


T 


s 


L 


C 


B 


U 


P 


M 


U 


M 


z 


c 


S 


Y 


R 


0 


R 


G 


R 


D 


X 


M 


s 


G 


V 


U 


p 


I 


7 


E 


T 


H 


S 


Y 


Y 


X 


M 


G 


Y 


P 


G 


0 


Y 


N 


H 


u 


U 


B 


Y 


T 


M 


c 


I 


X 


S 


Y 


D 


M 


X 


U 


A 


E 


G 


Q 


Y 


X 


F 


U 


I 


Y 


X 


R 


7 


F 


S 


Y 


M 


T 


M 


C 


R 


C 


0 


s 


A 


R 


C 


R 


C 


P 


Y 


D 


7 


F 


N 


B 


C 


Z 


Y 


D 


7 


F 


X 


0 


T 


X 


X 


7 


H 


X 


C 


A 


Y 


S 


X 


Q 


S 


0 


Y 


R 


X 


L 


A 


E 


V 


F 


Y 


P 


7 


W 


N 


B 


S 


M 


s 


Y 


C 


I 


P 


T 


G 


P 


S 


G 


X 


u 


X 


Y 


G 


A 


C 


X 


B 


E 


z 


E 


S 


G 


N 


B 


R 


C 


0 


E 


M 


P 


7 


X 


C 


Q 


o : 


X 


U 


P 


X 


T 


G 


Q 


Y 


X 


7 


F 


Y 


S 


P 


T 


Y 


S 


T 


0 


x : 


X 


x : 


X 
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ARMY EXTENSION COURSES 

LESSON ASSIGNMENT SHEET 

- Military Cryptanalysis, Part I* 

- Polygraphlo substitution systems - Playfair olpher 
system. 

- 5* hours. 

- Text, pars. 45 - 46, Seotion IX. 

- Cross seotion paper of l/4 inch squares. 

- 100 . 

- None. 
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AHMT EXTENSION COURSES 
LESSON ASSIGNMENT SHEET 

SUBCOURSE - Military Cryptanalysis, Part I. 

LESSON X m Misoellaneous monoalphabetio substitution systems* 

ESTIMATED TIME - 4 hours* 

TEXT ASSIGNMENT - Text, Seotion X* 

MATERIALS REQUIRED - Cross seotion paper of l/4 inch squares* 

MAXIMUM WEIGHT - 100. 

SUGGESTIONS - None. 

EXERCISE 
Weight i 

2 1* ei* What characters are most used in praotioal crypt- 

ography today? 

2 b, What is the usual preliminary procedure in solving 

cryptograms involving syiobols? 

4 is* In monoalphabet io substitution with variants, 

what characters are most oammmly used? Why? 

2 2* What is the primary purpose of an analytioal key? 

90 5* Solve the following! 



VXOIH 


N 0 N Y N 


X W R I Y 


I R 0 I D 


P X W P I 


T W H I R 


P X 0 I R 


X J R N H 


X I I D Y 


P X J Q D 


F X E Y P 


X STfPX 


Z X Y N P 


N X W D U 


X W K Y P 


R I D V U 


N W I Q T 


Y P I D Y 


P X J L N 


U U X W I 


W N W I P 


L R I I S 


T 0 P U S 


E M A C C 


A N J U S 
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P J X Z c 
EXOUR 

0 J B J V 

1 

EPCOD 
QBDEH 
C S Y H D 
D J M M G 
CETQI 



ESHJ'8 
X B U.Q Q 

A C E E A 

* 

W D S D K 
K J G U X 

G J U S U 

• . ■' 

J GQYH 
K IT G 



B B X Z J 
A S D Z C 
XI OBU 
J Q G S G 
K K J G Y 
E L.D J A 
S G T K J 



Z V N A B 
DTOUR 
RSCEX 
QWGAQ 
M Y D J S 
K Q I I X 
OPQDM 



EDRSD 
Q A 0 A S 
A T T A 0 
E I J G Y 
TJ G J G I 
I I Y J 0 
Y 0 G E A 
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SDBC CORSE 
. LESSON 1 



ARMY EXTENSION COURSES 
SOLUTIONS 

-Military Cryptanalysis^Part I* 
-Fundamental Principles. 



Weight i 1« a. (l) perseverance, (Z) oareful methods of analysis, 

4 (3) “intuition, (4) luolc. 

5 b. (l) A broad general education. 

(2) Access to a large library of current literature and 
direct contacts with sources of collateral information. 

(3) Proper coordination of effort. 

(4) Faeulty of being able to concentrate on a problem for 
rather long periods of time without distraotion, nervous irrit- 
ability, and impatience. 

(6) A retentive memory, especially in the solution of code 



4 2. (1) The determination of the language employed in the plain- 

text version. 

(2) The determination of the general system of cryptography 
employed. 

(3) The reoenstruotien of the specif io key in the case of a 
cipher system, er the reconstruction, partial «r complete, of the 
oede book, in the case of a code system; or both, in the case of 
an enciphered code system. 



(4) The reconstruction of the plain text. 

4 3. Spanish: The correspondents are apparently Spaniards or 

Mexicans and it is natural to expedt them to use their native 
language. Furthermore, the plain-text words in the message are 
Spanish so. it is probable that the enciphered text is also. 



1 4. Monoalphabetie terms. 

2 5, No. 

20 6. Shortly after the disastrous battle of Camden, Washington 

wrote to the President of Congro sb, "What we need is a good Army. 
not a large one." Unfortunately for the country. the object 
8 ought by -this assert ion, so thoroughly in har mony with our cher- 
ished institutions, has only been partially attained in time of 
peaeo. 



In view of the growt h of our neighbors, the vast e xtent of 
our territory, and the rapid i ncrease of our floating population, 
the time must speedil y arrive when intoll igont and law-abiding 
pooplo will aooopt, and adhere to, the opini on of John Adams that 
the National dofonee is ono of the cardinal duties of a states- 
man. *“ “ 
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Weight i 

Our military policy , or ais many would affirm, eur want 
of it, has now been -bested daring more than a century, ' 

It has been tried in foreign, domesti c, and Indian wars, 
and while military men, from painful e xperience, are un- 
ited as to its defects and dangers, our final success in 
each conflict has 'so blinded the popular mind, as •bo induce 
the belief that as a nation we are invincible. 



1 

1 

S 



3 

4 



3 

10 



10 



10 

15 



With the greater mass of people, who hare neither the 
time nor the i nclination to study ihe requirem ents of 
military soienoe, no error is more oanmon than to mi stake 
military resources for military strength, and particularly 
is this the case with ours elves . 

History records our triumph in the Revolut ion, ‘ in the 
War of 1812, in the Florida War, in the Mexloan War, and 
in the Great Rebelli on, and as nearly all of these wars 
were largely begun by militia and volunteers, the' convic- 
tion has been pr oduced that 'with us a regular army is 
not a necessity* 



7. a. 



b. 




e* 



(1) ENEMY IS VERY QUIET IN OUR FRONT. 

(2) OUR ATTACK JUMPED OFF ON TIME. 

(1) ENEMY SUPPORT LINE INSIDE QF WOODS IS HEAVILY 
MANNED. 

(2) AM RECEIVING HEAVY FIRE FROM APPLE ORCHARD. 

(1) ENEMY INFANTRY IS MOVING FROM VICINITY OF STONE 
BRIDGE. 

(2) SECOND BRIGADE NON IN ATTACK POSITIONS. 

(1) HOSTILE ATTACK BAS MADE NO PROGRESS AGAINST 
THIS SECTOR. 

(2) COUNTERATTACK BY BRIGADE RESERVE WILL BE 
LAUNCHED AT DAYBREAK. 

(1) ENEMY IS PUSHING HIS ATTACK WITH VIGOR. 

(2) GIVE ME YOUR RECOMMENDATIONS CONCERNING USE 
QF SECOND TANK COMPANY. 
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ARMY EXTENSION COURSES 



SOLUTIONS 

SUBCOURSE - Military Cryptanalysis., Part..!*- 

LESSON II - Frequency distributions* 

Weight i 

6 1 .- 

E 

% 

£ 

i i- - 
£ =?££ ££ = ££ 

=_S 

ABCDEFGHIJKLMNOPQRSTUVWXYZ 

2 2* a. N, j, 8, and T* 

5 b* J, K, Q, X, and Z* 

1 £*40 per cent* 

6 d* Because (l) in telegraphio text words which are not 
strictly essential for intelligibility Are emitted; (2) 
certain essential words, such as "stop", "period", "oamna", 
etc., must be spelled out in telegraphic text and occur fre- 
quently; and (3) tolegraphio text often employs longer 

and more uncommon words than ordinary literary text* 

8 3* (l) Whether the cipher belongs to the substitution or 

the transposition olassi 

(2) If a substitution oipher, whether it is mon ©alpha- 
betic or polyalphabet io in oharaoterj 

(3) If monoalphabetio, whether the oipher alphabet is 
a standard oiphor alphabet or a mixed oipher alphabet} 

(4) If standard, whether it is a direct or reversed 
standard oipher alphabet#. 

4 4* a* Transposition* 

4 b* Substitution* 

4 o. Substitution* 

; »- .. .. ■ ■ 
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Weights 

15 5 a ji -and are monoalphabetio • b is polyalphabetio. 
10 6 a at Reversed standarda 
10 b. llixoda 

10 o. Direct Standard. 



7. D A X 


V X A R 


OR 5 5 


B T 


• m . 


N R 1 7 


D Y B I E 


D U F T 0 


A M E J A 


K I B 0 N 


IPCOt 


F 0 B A E 


DODLA 


LDFIL 


K A W A L 


APAYN 


C 0 D A P 


IEDVR 


J 0 P I D 


JEIOX 


M E H A Z 


L 0 G I S 


K U T E G 


E V A U X 


I P B E M 


K E H Z A 


HOBTE 


A V D U Z 


F 0 F E T 


E M C 0 Z 


E G B L 0 


D 0 F Y 0 


EICOA 

n 


HAVES 


HAVEN 


E X F 0 M 


E M C 0 Z 


A 0 P A H 
• i 


LOPIR 

• i ■ • 


0 9 5 6 

W 4 
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» 

ARMY EXTENSION COURSES 



SOLUTIONS 



SUBCOURSE 
LESSON III 



Weight* 



- Military Cryptanalysis, Part I* 

- Monoliteral substitution with standard cipher 
alphabets* 



60 



10 

6 



10 



5 

5 



5 



!• a. Plain text* 



HOSTILE ATTACK HAS BEEN STOPPED IN FRONT OF BATTALION 
RESERVE LINE IN RIGHT CENTER OF RESISTANCE OF THIRD INFANTRY 
STOP THIRD INFANTRY IS COUNTERATTACKING WITH REGIMENTAL 
RESERVE TO REESTABLISH FRONT LINE. 



b. Reversed standard alphabet with i, = Rq. 



o. Any two of i- 
~ (1) Frequency method. 

(2) Completing the plain-component sequence method. 
(5) Fitting the distribution to the normal. 



2. a. (l) Convert the olphor letters into their plain- 
component equivalents. 

(2) Complete the plaln-oamponent sequence. 



b. Yes. 

3. a. Try the mechanical method of solution by completing 
the plaln-oamponent sequence, using the normal alphabet, 
first direot, then reversed. 



b. Mixed oipher alphabet. 
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ABIC EXTENSION COURSES 



SOLUTIONS 



SUBCOURSE 



LESSON IV 



- Military Cryptanalysis, Part I. 

- Monoliteral substitution with mixed cipher 
alphabets. - 



1. Because batlb components of the cipher alphabet are 
composed of known sequences* As a consequence it is suf- 
ficient to moke but a single correct assumption. They 
oan be solved by computing the plain qcmpanexrb. 

2* a. Triliteral frequency distribution: 

.. , PDTKTRFWUWFQDPQUI 

A GGCFRFQFQFFHPQHCM 



ACGIVHAC 

“CIIWHPOM 

PGFGQPQQHQQ 
D WQ A GIWQIAI I 

1 H I M 

hoiw 

I IHS I W A A I IAIIWAAEHEM 
F IPDKTXQAPQRQIXANWPQ- 

A A D N W.H X ! 

°DDMMCWW 

MHKMQXQRMQQRNAQJAQ J M . ’ 
“HJPSNNJEOS GPMPDPPJMP 

-FTOIQKMICDNCBPTTOIPDIPPMDDM 

I PEOIPKYriFWTTfCPTMOIPPIFfiVJMAQ 

H H Q Q H I 
J PPffHUH 
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* 



Walgfat ; 



_ I F F F 
K H I A G 



L 



Q.GGIQHCHS I A MW 
“HHIWHEIQQHMIF 



H H P 
G I H S 



0 



IE I 
I W I 



J'PWIJCFWAHP 
F D A Q Q I D I a I. A Q 



XDPPAPWWP8QPRADWPRAPMMPI 

q MIHDXHJMHQHlTTTDDAHJAHNDDir 



AGFWW 
R A H H Q Q 

EHI 
8 P Q M 

WPIIW 
T I A A I I 



U 



Q J 
A A 



V 



I IT 
W 



DIIICMOJDGQXGEFVQ 

"tppgbcqqtarpaqprm 

EQE 
x Q H W 



Y 



Z 
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' Wrtjfebj 



10 



3S 



10 



Repetitions t 








LF...I fi X 


ana B_iL_ 


PDFTI 


0 I I F P 


A-g P Q I 


KHFD1. 


G D G M H 


S F K I W_ 


P 0. H N 0 


M IIP T 


A C C I W 


F K A F Q 


D I T A R 


A F A Q X 


H N I W G 


C I C W B 


IFQHJ 


_P I T I M 


W C R H E 


0 W Q J W 


QHHCP 


D W T I 0 


.. I I F P I 


FQHSq 


0 H 0 W A 


FRHPq 


W R q U A 


Q D Q D I 


• I F I E X 


W F K 0 W 


A F A P N 


HMEWCJ__ 


A H F W P 


QHD A P 


I V W R Q 


JHPAL 


A H F P 0. 


H J U A C 


0 M I J H 


M Q N S M 


Q D I M H 


F Q D I A 


HHIQW 


W F 





lb. Trigraphs i- 



Digraphs 



PQH-4 
Q D I - 4 
I I P - 4 

I P - 6 
Q H - 6 
A P - 6 
HP-5 



D I - 4 
P Q - 4 
I I - 4 
M H - 4 
Q D - 5 PQ-4 



* Q - S 
FE-5 
P P - 3 
HJ-3 
IV-5 
HI-5 
P I - 3 
T I - 3 
W Q - 3 

o* Plain text i 

ENEMY TROOPS HAVE BEEN SIGHTED ON HIGH GROUND EAST OP GREEN- 
VILLE AND IN THE VICINITY OP EAGLE LAKE STOP SEVERAL COMBAT 
PATROLS HAVE BEEN SENT OUT TO Ci'.IN CONTACT WITH THE ENEMY 
AND GAIN INFORMATION AS TO HIS EXACT POSITION STOP WILL 
REPORT FURTHER ON THEIR RETURN. 

_d. Cipher alphabet r 



Plaim ABCDEFGHIJKLMNOPQRSTUVWXYZ 
Cipher i WORKINGDAYBCEFHJLMPQSTUVXZ 

Keyword! WORKING DAY. 
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Weight: 

8 1. The beginning and the end of a message* Because although ' 

■words may begin and end with almost any letter of the alphabet, 
they usually begin and end with but a few very common digraphs 
and trigraphs* 

10 2* The "probable word method" of solution is one in which 

solution is obtained by the assumption of one or more wordB 
of plain text without the use of analysis* 

• 

7 S* a* This formula indicates a seven-letter word in which 
the Tirst, fourth, and seventh letter's are the same but 
different from the seoand, third, fifth and sixthj the second 
and third letters are the same but different from the first, 
fourth, fifth, sixth, and seventh; arid the fifth and sixth are 
different from eaoh other and all others* 

5 b. (l) Any word that fits the formula suoh as: 

vioinity, monopoly, division, civilian* 

5 (2) Any word that fits the formula suoh as: 

attack, effect* 

5 (3) Any word that fits the formula suoh as: 

seoreoy, whether. 

60 4* Plain text: 

HEAVY ENEMY BARRAGE ON FRONT OF SECOND INFANTRY* 

Speoifio key: Ap ■ Qo 



cemetery, 

affair; 

warfare. 



- Military Cryptanalysis, Part I* 

- Monoliteral substitution with mixed cipher 
alphabets* 



Solutions 

Military Cryptanalysis, Part I, 
1936-37. 



5-p 1 



REF ID:A64648 



ARMY EXTENSION COURSES 



SOLUTIONS 

SUBCOURSE - Military Cryptonnlysia , Fart I. 

LESSON VI - Polylitoral substitution with mono-equivalent . 

cipher alphabets* 

Weight i 

70 1* a* Diagram* 



BREAK 



L 


□QEOE3I 


U 


0 


□BEIQ 


C 


3 


□EEia 


K 


5 




Y 


EE 1301 



Plain texts 

THE ENEMY COUNTERATTACK EiS BEEN DEFINITELY STOPPED EAST OF 
7/HITE RUN STOP MY LINE NOT EXTENDS FROM ROAD JUNCTION TWO 
THREE EIGHT TO THE CROSS-ROAD EAST OF FAUPLAY. 



b. Keywords i LUCKY; BREAK* 

SO 2* Biliteral cipher* 

Plain texts 

FOURTH DIVISION SAILED FROM NEW YORK MARCH FIFTEENTH 

CARL 
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SUBCOURSE - Military Cryptanalysis Fart I. 

LESSON VII - Polyliteral substitution id th poly-equivalent 

cipher alphabets* 



Weight i 

5 l a a. The purpose of providing variants in a cipher system 
■ < is to disguise or suppress the manifestations of monoalph- 

abet ioity in a monoalphabetio substitution olpher* 

5 b. In simple monoalphabetio substitutions 

(1) The same letter of the plain text is invariably 
represented by but one and always the same character of the 
cryptogram, and 

(2) The same character of the cryptogram invariably 
represents one and always the same letter of the plain text* 

While in monoalphabetio substitution with variants t 

(1) The same letter of the plain text may be rep- 
resented by one or more different characters of the crypto- 
gram, but 

(2) The same oharaoter of the cryptogram never- 
theless invariably represents one and always the same letter 
of the plain text* 

85 2* a* Diagrams 









T 


V 


W 


X 


Z 


B 


H 


I 1 


A 


B 


C 


D 


E 


C 


J 


P 


F 


G 


H 


I 


K 


D 


K 


Q 


L 


M 


N 


0 


P 


F 


L 


R 


Q 


R 


S 


T 


U 


G 


M 


S 


V 


W 




Y 


Z 



Plain text: 

PRISONERS TAKEN AT MILLER FARMHOUSE ARE FROM THE THIRD 
BATTALION FIFTH INFANTRY. PRISONERS STATE THAT THE SECOND 
BATTALION FIFTH INFANTRY IS IN POSITION ALONG RID® WEST 
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Weight i 

CP CROSSROAD THREE ONE SEVEN. ABORT ONE PLATOON COUNTER- 

« 

ATTACKED AGAINST .THE. LEFT FLANK OP THE SECOND INFANTRY. 

THIS COUNTERATTACK T{AS' STEPPED BY OUR ADVANCE. 

Note i The Five letters A E I 0 U were inserted between 
sentenoes. 

.5 . b. . The cryptographic,, text is more t han twioo as long 

the plain text. . 
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SUBCOURSE - Military Cryptanalysis, Part I* 

LESSON VIII - Folygraphio substitution Bystems - 4 - square 

oheokerboard designs. 



We ight i 

4 1. a. Polyliteral substitution Is that type of substitution 

in which eaoh single element (one letter) of the plain text 
is replaced by a group of two or more oipher elements* 

Polygraphio substitution is that type of substitution 
in whioh plain-text units consisting of two or more elements 
(letters) forming an indlTisible compound are replaced by 
oipher text units whioh usually oonsist of a corresponding 
number of elements* 

4 b. Yes* 

2 o. The suppression of the frequency characteristics of 

plain text. 

90 2* Checkerboard designt 



A 


B 


C 


D 


E 


s 


E 


C 


T 


JJ 


F 


G 


HI-JK 


0 


N 


A 


B 


D 


L 


H 


N 


0 


P 


F 


G 


H 


K 


L 


Q 


R 


S 


T 


U 


u 


P 


Q 


R 


U 


V 


W 


X 


Y 


Z 


V 


W 


X 


Y 


z 


S 


0 


u 


T 


H 


A 


B 


c 


D 


E 


E 


R 


N 


A 


B 


F 


G 


H 


UK 


C 


D 


F 


G 


IJ 


L 


M 


N 


0 


P 


K 


L 


M 


P 


Q 


Q 


R 


S 


T 


U 


V 


W 


X 


Y 


Z 


1 


W 


X 


Y 


z 



Plain text i 

MESSAGES FROM TBE FIRST BRIGADE SHOW THAT THE ENEMY HAS 
ATTACKED IN FORCE ALONG THE PROS PERT OWN DASH SYKESVILLE 
HD AD ON A FRONT OF ONE THOUSAND YARDS NORTH AND THREE 
HUNDRED YARDS SOUTH OF THE RQAB STOP THEY HAVE ADVANCED 
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TO HOLD THE ROAD EAST --OF HILL ONE THREE SEVEN STOP REG- 
IMENTAL AND BRIGADE RESERVES HAVE ALL BEEN ENGAGED RESULT- 
ING IN STOPPING THE 'ENEMY ADVANCE AT THIS POINT STOP ‘ 

■ • • 

DIVISION RESERVES HAVE BEEN MOVED TO POSITION ALONG STREAM- 
LINE JUST EAST OF HILL ONE NINE El (ST. 
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SUBCOURSE - Military Cryptanalysis, Fart I* 

LESSON IX - Polygraphic substitution, systems - Playfair 

cipher system* 

5 1. The Playfair aipher may be rdoognlzed by virtue of the 

fact that it always contains an even number of letters and 
that, when divided into groups of two letters each, no 
group contains a repetition of the same letter, as NN or EB. 

95 2. Transposition reotanglei 

NASHVILE 

BCDPOKMO 

PQRTUWXY 

z 

Cipher square t 

N B P Z A 
CQ8DR 
H F T V G 

uwn l 

KZGOT 

Plain text : 

THIRTY PRISONERS INCLUDING THREE OFFICERS WERE CAPTURED 
AT HILL SEVEN ONE ZERO. PRISONERS ARE BEING FORWARDED 
TO DIVISION COMMAND POST. ENEMY HOLDS SPUR NINE HUNDRED 
YARDS NORTHWEST OF GREELY. HEAVY MACHINE GUN FIRE COMING 
FROM HILL THREE HUNDRED YARDS NORTH AND NORTHWEST OF 
TURNER IS DELAYING THE ADVANCE. REQUEST ARTILLERY SUPPORT 
AND BEENFORCEHENTS FROM THE RESERVE. 
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Weight i 



- Military Cryptanalysis, Part I. 

- Miscellaneous monoalphabetio substitution systems) 



1« a. The 26 letters of the English alphabeta 

ba Substitute letters for the sysbols consistently 
throughout the me s sage a 

Ca Figuresa Because (l) the use of numerical groups 
seems more natural or easier to the uninitiated than does 
the use of varying combinations of letters, and (2) it 
is easy to draw up cipher alphabets in which some of the 
letters are represented by single digits and others by 
pairs of digits thus complicating cryptanalysis a 

2. To indioate by means of an outline the relationship 
existing among the various oryptographio systems* 

3. Monoalphabetio substitution with three different mixed 
cipher alphabets* 

Cipher alphabets: 

Plain text: ABCDEF GHIJKLHNOPQRSTUVWXYZ 
Cipher ( 1 ) : DEFHI JtfLrfQSUVfl'XZ CRYPT 0 6 A M 

" (2): AMBDEFHIJKLNQSUVWXZCRYPTOG 

■ (3): YPT 0 GAMBDEFHIJKLNQSUVWXZ CR 

Plain text: 

HOVE DIVISION RESERVE AT ONCE UNDER COVER OF RIDGE EAST OF 
JACOBS! OWN TO POSITION ALONG STREAMLINE JUST EAST OF HILL ONE 
NINE THREE STOP ONE BATTALION FIRST ENGINEERS IS PLACED UNDER 
YOUR COMMAND STOP YOU MAY ‘ANTICIPATE EARLY COUNTER ATTACK BY 
DIVISION RESERVE FROM NEAR HILL ONE TW) ONE AGAINST ENEMY 
SALIENT STOP INFORM COMMANDING GENERAL SECOND BRIGADE OF 
YOUR MOVE. 



Note: Underlined words were not enciphered. They indioate a change in 
alphabet* 
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